
CAPABILITIES

Application Elevation

Auto-elevate trusted apps, require justified approval, or

audit; scope by user, PAM group, AD DN or executable

set.

App Blocks

Block execution via IFEO, Software Restriction Policy,

process termination or service disable, with bypass

hardening.

Patch Management

CVE-driven patch tasks with deadlines, targeted by AD

tree, tag or device, tracked against CPE identifiers by

severity.

Software Inventory

Fleet-wide inventory across Win32, Appx, winget and

Microsoft Store, flagging outdated and unmatched

software.

Elevation Recording

Elevated sessions recorded with keystroke logs and

video, reviewable event by event.

Peer-to-Peer Distribution

Agents elect a subnet seeder to distribute patches and

apps, so a WAN link is never saturated.

AT A GLANCE

Featherweight
ENDPOINT AGENT

Negligible
CPU AND RAM

GPO
MANAGED ROLLOUT

Runs where others cannot.

The agent deploys transparently, runs invisibly and never competes with the workloads it protects — including domain

controllers — without a capacity conversation.
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Fidwyn EPM
Remove standing local administrator rights and grant privilege per application, delivered

by a patented next-generation agent engineered for a minimal footprint and negligible

resource use — light enough to run everywhere.


